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1. Installation

Once you install and reboot you will get a screen/dialog that asks a couple of questions.  If memory serves then you should only allow connections from local network.  I think the defaults are ok but for a single PC connected via modem to isp then you may be allowing more than you bargained for.

2. Post Installation

Double click on the Kerio icon in the systray.  This will bring up what I call the “Connections View”.  This has some menus, use the File menu and select Admin.

This will open a dialog with 4 tabs.

1. Firewall

Leave this on Ask Me First, as it doesn’t matter

2. Authentication

Ignore this one

3. Miscellaneous

This one should look like this
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4. License

Ignore this one as well

3. Deny Everything

The very first thing you need to do once you have the set-up done is add an “Everything” rule.  This is the most important one as it stops the annoying popups dead.

Will use this one to describe how to fully add a rule manually.

Go to the Admin dialog and click on the Advanced button on the Firewall tab, which will display the Config dialog below.  There are a whole lot of rules we can quite easily delete as we want control and don’t want any of those rules anyway (You probably will later but you can create them when and if you want them).
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The only one you want to keep is DNS on port 53.  Select the rule immediately below the one called DNS and start deleting until DNS is the only one left. It will look like this.

Click on the Add button to bring up the dialog below.
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This is the Filter rule dialog and where all rules are entered.  It is very dynamic and options appear and disappear when you select different settings.

1. Type “Everything” into the description field.

2. Select “Both directions” from the direction drop down.

3. Select “Deny” in the action area.

4. Check “Log when this rule matches”

5. Click Ok.

Now this is just about as secure as you will ever get.

4. Allow The Usual Suspects

Unfortunately while security is good this much is over the top and totally useless as you will never be able to do anything with your connection.

So we need to add more rules.

	Description
	Protocol
	Direction
	Local Endpoint
	Remote Endpoint
	Action
	Log

	
	
	
	Port
	Application
	Address
	Port
	
	

	Loopback
	TCP and UDP
	Both
	Any
	Any
	Single Address

127.0.0.1
	Any
	Permit
	No

	HTTP
	TCP
	Out
	Any
	IE
	Any
	SP: 80
	Permit
	No

	HTTPS
	TCP
	Out
	Any
	IE
	Any
	SP: 443
	Permit
	Yes

	POP3
	TCP
	Out
	Any
	Outlook
	Any
	SP: 110
	Permit
	No

	SMTP
	TCP
	Out
	Any
	Outlook
	Any
	SP: 25
	Permit
	No

	
	
	
	
	
	
	
	
	


They will get you out onto the web and working with the most popular applications.  You may need a different application for email it depends on what you use and if your anti-virus application tries to take over email or not.  If email doesn’t work straight away don’t worry the procedure below will show you how best to tackle this later.  The Loopback rule is very important and should be the first rule at the very very top.

When you select TCP as the protocol the Local and Remote endpoint areas will change to give extra options as shown in the table above.

1. Local endpoint: Port type

This can pretty much always be left as Any Port.  In fact windows probably wont work if you do try to limit this.

2. Local endpoint: Application

Where ever possible always limit the applications that use a rule.  If you need more than one application to use the same rule just add another rule labelled with the application name and the same settings.

The easiest way to use this is to try access the net with the application before adding or inserting a new rule.  Then when you get to this setting choose “Only selected below” from the drop down.  Another drop down will appear with a browse button.  Select the required application from the list.  The list can be confusing as it sometimes is not obvious which application you want so use the Browse button until you are more familiar with it.

3. Remote endpoint: Address type

This is very useful if you want a rule to only be able to access a limited number of addresses on the net.

Any address will be the most used although Single address will be a close second.  I have only ever used Network/Range of the other three.

4. Remote endpoint: Port type

This will probably be the hardest one to get right and understand but there is a trick to it in the next section so don’t panic.

You will nearly always want to use Single port from the drop down.  Indeed the abbreviation “SP:” in the above table means “Single Port”.  Port/Range and List of ports are also useful.  You should never use Any port except for the Everything rule.

5. Allowing The Rest Of The Rabble

There will be a load more that you want to set-up on a case by case basis but rather than go through them all it’s going to be easier to teach you how to figure out what to add from where when things don’t appear to work.

The best way to do this is by example. Try using the Adslguide speed test.

Didn’t work did it. You should get a Page Can Not Be Found error where the java applet is.  What do you mean you haven’t tried it yet?  Go on you need to try it for this to work.
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Once you have failed open Kerio and select Logs > Firewall log from the menus.

I turned logging on for HTTP just to show the differences.  The green shaded lines are allowed connections while the red ones are denied.

Hopefully you can see that the two HTTP lines in green are allowing connections, to Adslguide as it happens.  The one below that is the problem one and why the Java applet failed.

First lets look at what the log is telling us.

The first field in square brackets is the date and time of access.

Next comes the Rule name, HTTP or Everything.

Then we get what action was taken, Permitted or Blocked, followed by the direction and Protocol.

After the comma comes the Source and Destination addresses, localhost->iota.ncuk.net.  Your PC will always be localhost.

The second set of square brackets is the ip address of iota.ncuk.net and the port it was trying to use.  Sometimes this may not be in brackets but replace the canonical name instead.

Finally we have the Owner or application that wanted to make the connection.

Now from this info we have all that we need to create a new rule to allow this to work.

So go to the Kerio Advanced Admin dialog again and click on the Everything rule once to select it.  Then click Insert button and enter the following

Description: Adslguide Speedtest

Protocol: TCP

Direction: Outgoing

Local endpoint:


Port Type: Any port


Application: c:\….\iexplore.exe

Remote endpoint:


Address type: Single address



Host Address: 80.249.96.41


Port type: Single port



Port number: 8080

Rule valid: Always

Action: Permit

Logging: Yes (up to you this one)

Now you should be able to see where all that info came from.  The two hardest ones are the Host address and the Port number I think.  If you look in the image above though they should be self-evident.

Click Ok and then Apply the rules.  No need to click Ok on that dialog just yet as you need to test it to see if it’s working.  If you click Ok you will only have to reopen it if it doesn’t work and applying the new rules has exactly the same effect.

Now try the speedtest again.  It will appear to work and the logging window will have about 8 or 9 green lines in it if you turned logging on.  Then you will get a failure.  Now you know why I said to keep it open.

Look at the failed log line.  It will be almost identical except that instead of :8080 it will be :8081.  Bummer.  Ah well easily sorted and demonstrates how to use port ranges.

Go back to the advanced admin dialog and select your Adslguide Speedtest rule but this time click Edit button.  In the Filter rule dialog select Port/Range in the Remote endpoint: Port type drop down box.  The single Port number box will morph into two Port number boxes, First and Last with the First box already containing 8080.  Just add 8081 to the Last port number box.

Click Ok and Apply the rule change.

Test with IE again.

The procedure is identical for anything that needs to talk to the internet.

Always remember less is more on firewalls.  This means always try an allow only the bare minimum to get the job done.

You will need another rule inserting above everything except the DNS to cope with those pesky net bios ports 135 to 139, like this

Description: NetBios

Protocol: TCP and UDP

Direction: Both directions

Local endpoint:


Port Type: Any port


Application: Any

Remote endpoint:


Address type: Any address


Port type: Port/Range



First port number: 135



Last port number: 139

Rule valid: Always

Action: Deny

Logging: Yes

Logging is essential here just in case.

6. Finally

You will have a bit of work to do initially getting things right but it will settle down after a day or so.  Don’t panic it’s easy to do.

A few final tips.

Ftp is one of those awkward ones so if you use it you will need to allow a port range on Remote endpoint for ports 20 to 21.

You can enable and disable individual rules by unchecking the ticked box on the left of the rule.  I do this for FTP, as I don’t want IE going to FTP unless I say so.

You can use the arrows on the right of the advanced admin dialog to change the order of rules.  I would leave DNS at the top and Everything at the bottom.

If you are no longer using a rule but want to keep it for reference then just use the arrows on the right to move it below the Everything rule.

As a general rule the things used the most should be near the top.

Finally finally if you can’t get something to work just untick the check box next to the everything rule and apply the change.  Then use the application causing a problem quickly and then re-apply the everything rule once it’s finished.  While the everything rule is off it will resort to popups just accept them but don’t let it add it as a rule no matter how convenient it may seem.  Kerio is very brain dead about adding rules it is far too lenient.

